Tcpdump Best Practices

List of interfaces on which tcpdump can
listen:

[crayon-6acl1048986eea776534687/]

Listen on interface ethO:

[crayon-6acl1048986e13495328694/ ]

Listen on any available interface :
[crayon-6acl048986ef5555680419/]

Be verbose while capturing packets:
[crayon-6ac1048986ef6867416988/ ]

More verbose while capturing packets:
[crayon-6acl1048986ef7764457383/]

Very verbose while capturing packets:
[crayon-6acl1048986e19937344735/]

Verbose and print the data of each packet in both hex and
ASCII, excluding the link level header:
[crayon-6acl1048986efa001080268/]

Verbose and print the data of each packet in both hex and
ASCII, also including the link level header:
[crayon-6acl1048986efc915287677/]

Less verbose (than the default) while capturing packets:
[crayon-6acl048986efd867528807/]

Limit the capture to 100 packets:
[crayon-6acl1048986efe410501041/]

Record the packet capture to a file called capture.cap:
[crayon-6acl048986100892161434/ ]

Record the packet capture to a file called capture.cap but
display on-screen how many packets have been captured in real-
time:

[crayon-6acl1048986f01621909747/ ]

Display the packets of a file called capture.cap:
[crayon-6acl048986102481226455/ ]

Display the packets using maximum detail of a file called
capture.cap:

[crayon-6acl048986103982888249/ ]

Display IP addresses and port numbers instead of domain and
service names when capturing packets
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[crayon-6acl048986T05502696854/ ]

Capture any packets where the destination host is 192.168.5.1.
Display IP addresses and port numbers:
[crayon-6acl048986f06844921852/]

Capture any packets where the source host is 192.168.5.1.
Display IP addresses and port numbers:
[crayon-6ac1048986107349149453/]

Capture any packets where the source or destination host is
192.168.5.1. Display IP addresses and port numbers:
[crayon-6acl1048986f08702723346/ ]

Capture any packets where the destination network 1is
192.168.5.0/24. Display IP addresses and port numbers:
[crayon-6acl04898610al50964702/]

Capture any packets where the source network 1is
192.168.1.0/24. Display IP addresses and port numbers:
[crayon-6acl1048986f0b073764608/ ]

Capture any packets where the source or destination network 1is
192.168.5.0/24. Display IP addresses and port numbers:
[crayon-6acl04898610c039991767/]

Capture any packets where the destination port is 23. Display
IP addresses and port numbers:

[crayon-6acl1048986f0e765729667/ ]

Capture any packets where the destination port is is between 1
and 1023 inclusive. Display IP addresses and port numbers:
[crayon-6acl1048986f0f545931297/]

Capture only TCP packets where the destination port is 1is
between 1 and 1023 inclusive. Display IP addresses and port
numbers:

[crayon-6acl1048986110820029578/]

Capture only UDP packets where the destination port is 1is
between 1 and 1023 inclusive. Display IP addresses and port
numbers:

[crayon-6ac1048986112994467108/]

Capture any packets with destination IP 192.168.1.1 and
destination port 23. Display IP addresses and port numbers:
[crayon-6ac1048986113475412459/]

Capture any packets with destination IP 192.168.5.1 and
destination port 80 or 443. Display IP addresses and port
numbers:

[crayon-6ac1048986114476495800/]

Capture any ICMP packets:



[crayon-6acl048986116093967877/]

Capture any ARP packets:
[crayon-6ac1048986f17736390843/]

Capture either ICMP or ARP packets:
[crayon-6acl048986118484873456/]

Capture any packets that are broadcast or multicast:
[crayon-6acl048986f1a363808131/]

Capture 500 bytes of data for each packet rather than the
default of 68 bytes:
[crayon-6acl1048986f1b276159927/]

Capture all bytes of data within the packet:
[crayon-6ac104898611c475262583/]



