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Kubernetes is an open source platform for managing containerized
applications developed by Google. It allows you to manage, scale, and
automatically deploy your containerized applications in the clustered
environment. With Kubernetes, we can orchestrate our containers across
multiple hosts, scale the containerized applications with all resources on the
fly, and have centralized container management environment.

In this tutorial, I will show you step-by-step how to install and configure
Kubernetes on CentOS 7. We will be using 1 server 'k8s-master' as the
Kubernetes Host Master, and 2 servers as Kubernetes node, 'node01' and
'node02'.

Prerequisites

e 3 CentOS 7 Servers
¢ 10.0.15.10 k8s-master
e 10.0.15.21 node01
e 10.0.15.22 node02

¢ Root privileges

What we will do?

e Kubernetes Installation

o Kubernetes Cluster Initialization

¢ Adding node01 and node02 to the Cluster
¢ Testing - Create First Pod

Step 1 - Kubernetes Installation

In this first step, we will prepare those 3 servers for Kubernetes installation,
so run all commands on the master and node servers.

We will prepare all servers for
Kubernetes installation by changing the existing configuration on servers, and
also installating some packages, including docker-ce and kubernetes itself.

- Configure Hosts

Edit hosts file on all server using the vim editor.
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Paste the host's list below.

10.0.15.10 k8s-master
10.0.15.21 node01
10.0.15.22 node02

Save and exit.

- Disable SELinux

In this tutorial, we will not cover about SELinux configuration for Docker, so
we will disable it.

Run the command below to disable SELinux.

setenforce 0

sed -1 —--follow-symlinks 's/SELINUX=enforcing/SELINUX=disa
bled/g'" /etc/sysconfig/selinux

- Enable br_netfilter Kernel Module

The br_netfilter module is required for kubernetes installation. Enable this
kernel module so that the packets traversing the bridge are processed by

iptables for filtering and for port forwarding, and the kubernetes pods across
the cluster can communicate with each other.

Run the command below to enable the br_neftfilter kernel module.

modprobe br netfilter
echo 'l1' > /proc/sys/net/bridge/bridge-nf-call-iptables

- Disable SWAP

Disable SWAP for kubernetes installation by running the following commands.
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[rootikis-naster =]#

[rootékcis-mather =]8 vim febc/hosts

[root@kis-master ]

[rootikBs-master ~]8# setenforce @

[rootkis -saster =]8 sed =i --fallow-synlinks 's/SELTNUsenforcing/SELIMDI=disabledfa’ fetc/ogsconfio/selimmn
[root@kBs-master ~]d

[rootlikchs -asster =] modprobe be_netfilter

[rootikis-master =] echo "1° > Jjproc/sys/net/bridee /bridge-nf-call-iptables
[rootkEs-master =]4

[rootikis -master =18 swapoff -a

[roct@kis-master =10 vim fetc/fstab

[rooteks -naster =8

[roatékes-axcter =14 ||

And then edit the '/etc/fstab' file.

Comment the swap line UUID as below.

fdev/mapper /NolGroupdd-LogValea f

- Install Docker CE

Install the latest version of Docker-ce from the docker repository.

Install the package dependencies for docker-ce.

Add the docker repository to the system and install docker-ce using the yum
command.

yum-config-manager —--add-repo https://download.docker.com/
linux/centos/docker-ce. repo
yum install -y docker-ce

3 von 14 28.11.2021, 00:03



Firefox https://www.howtoforge.com/tutorial/centos-kubernetes-docker-cluster/ ...

Wait for the docker-ce installation.

[rootichs -naster =18

[rootBkBs-master =]8 yun-conflg-sanager --add-repo Wttps /) downlosd . docker . conf 1L contos.fdocker -0 . repo
Loaded pluging: fastestmirror

aading repo from: hites:/faownload . docker , ComS Limoc Centos. docker-Ce. . repd

grabbing file hittps!/rdourlosd, docker. con/linn oefted fdocker=08. frepo t0 feboam, repot, d/docker=08. Mepa

repo saved to JSetc/yun. repos . d)f docher-oF . repo
[root@kBs -naster =8

[root@kBs-naster ~]0 ywm fnstall -y docker-ce
Loaded plugins: fastestmirror
[

docker-ce-stable/xBd_&d fpr-inary_db

- Install Kubernetes

Add the kubernetes repository to the centos 7 system by running the
following command.

cat <<EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes
baseurl=https://packages.cloud.google.com/yum/repos/kubern
etes-el7-x86 64

enabled=1

gpgcheck=1

repo gpgcheck=1
gpgkey=https://packages.cloud.google.com/yum/doc/yum-key.qg

pg

https://packages.cloud.google.com/yum/doc/rpm-pack
age-key.gpg
EOF

Now install the kubernetes packages kubeadm, kubelet, and kubectl using
the yum command below.
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[rootikie-master ~]8

[rootikEs-master ~]8 cat <<EOF » febc/yum,repos. dfbernetes. repo

» [kuberretes]

» hane=Kubernetes

> baseunrl=hitps:/fpackages.cloud . google. comfyun) repos fubernetes -a1 T-xid_dd

» apgkeyg=hitps!//packages. cloud. gocgle. oo/ gun/ doc fum-key , 5pS

> https S /packages.cloud . SO0qLle ., Con N doc/ rPe-package-Rey . 999

> EOF

[rootékis-master ~]&

[rootikEs-master ~]0 yum install -y kubelet kubeads kubectl

Loaded plugins: fastestsirror

ubernertes /i gnature

Retrieving key from hitps://packases . clovud. So0gle, comfyumy doc yum-key . 90
Impor+ting GPG key OwATITROF:

Userid ; "Boogle Clowd Packages Automatic Signing Key <9c-team@google.coms
Fingerprint: dbbc 74 SBca f711 THod défa 744 cied@ 2731 Thef

Fram ! hitps://packages.cloud. 9009le. conyum/dor fyum-key . apg

Retrieving key from hitps://packages.cloud. 9oogle. confyum) doc/rpe-packase-key. 599
inubernartes /51 gnature

ubernetes/prisary

After the installation is complete, restart all those servers.

systemctl start docker && systemctl enable docker
systemctl start kubelet && systemctl enable kubelet

- Change the cgroup-driver

We need to make sure the docker-ce and kubernetes are using same
‘cgroup’.

Check docker cgroup using the docker info command.

docker info | grep -i cgroup

And you see the docker is using 'cgroupfs' as a cgroup-driver.

Now run the command below to change the kuberetes cgroup-driver to
'cgroupfs'.

sed -1 's/cgroup-driver=systemd/cgroup-driver=cgroupfs/q’
/etc/systemd/system/kubelet.service.d/10-kubeadm.conf
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Reload the systemd system and restart the kubelet service.

systemctl daemon-reload
systemctl restart kubelet

Now we're ready to configure the Kubernetes Cluster.

[roctisEs-master =]8

[rootcs-master =]8 systenctl start docker BB syctenctl emakle docker

Created syalink from Sebl syt besd )/ dyibesmil tl -uter, tarprt . wanti/ docker. servios 40 femr/ Lib/Ssustesd sptten docker, iervice.
[root@s-master =]8 systemct] start kubelet B8 systesct]l enable kubelet

Created synlink from fedc) pysbemd/ systenmil b -umer, tarert wants b let  service 0 feic/aystend/ pyntenfobelet . service,
[Foctlkls-master =]8

[roct@Es-master =18 docher info | erep -L Coroup

Driver: i
[root@kes-master =]&
[root@ds-aacker =]8 s8d -1 'E/COMOUE-Ard vy b i Groue-drl versc grouets 0 febe Fegsbeed Fey e oube 1o _ ey ice . df 18- ubeadn, oo
[roctikis-master =]8
[root@ices-saster =]8 systemctl dasmon-relosd
[roctiEs-aaster =]0 systeact] reitart kubalet
[root@Es-master =]8

Step 2 - Kubernetes Cluster Initialization
In this step, we will initialize the kubernetes master cluster configuration.

Move the shell to the master server 'k8s-master' and run the command
below to set up the kubernetes master.

kubeadm init --apiserver-advertise-address=10.0.15.10 —--po
d-network-cidr=10.244.0.0/16

[Froxrtimts -aurites ~]n
[recalcls-sater ~]8 taadn 1nit - Pl Erver-advertl o - idruie=10.0, 15, 18 —pod-fatam-cide=y. 2600818
[Erd%] UsErg Kubbrrates wersion: vi.18.10
[Erde] Using Ariserirrtiss sodes: [Mode EBAC]
[Preflignt] Fumisg pre-rlight oW,
[webDe Symtemerification] i docker wersion 15 grewber than the Moot recevily walidebed veriion. Dooeer versioni 18.83.0-or. M validsted wersion: 1
ctl]: orictl not Fond in syshen prih
SemgmTiion: o0 9ot Gl OB lerTebes - Ercubator ol - taod shosddorict L
[oertificades] Generwied ca onrtlficrbe and oy
[certificates] Generwbed apiserver cortificate aed sy,
[certificates] apiserver serving cert Lo signed for (M5 cames [chs-sacber kubsroeter Dubermerbes. defmilt nbemetes, defmdt, v nbermetes, defadt, v cluter . )
.1 18,8, 95, 18]
[cortificates] Generwbed spdusrver-iubelet-clisst cortificate and ke,
[cortiticates] Generwted sicdics certificate and ey,
[cortificatm] Generoted stcderver cartificate snd oy
[eortiticatm] sbcdimreer iovisg cot Ui Clgned for ONS ramed [1ocalecst] and TP [027.0.0.0)
[eortificatin] Sanerabad stcdipeer cortlficats aed losy.
[eortiricatem] stcarpmer sorving cirt i ddgmed for DNS s [eBd-savter] and IF [0
[eortificatin] Samerated sird/tealthchaon-clist cortificate and oy,
[ atws] Geteratid apdsereer-etod-clinv certificate and ey,

rificatis] Gemerated fromt-prony-ci Rt ficee ad ey,
[cortificates] Generated from-provy-clisnt oertificats and ey

Note:

--apiserver-advertise-address = determines which IP address Kubernetes
should advertise its API server on.
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--pod-network-cidr = specify the range of IP addresses for the pod network.
We're using the 'flannel' virtual network. If you want to use another pod
network such as weave-net or calico, change the range IP address.

When the Kubernetes initialization is complete, you will get the result as
below.

Your Dubertetes asvher ket indtdadSoed secoeecfullyl

Vil hinild Al oRE L0 @ P PR b HeE Tl

B "nbect] aely <f [podeteort] ognl® with o of the ortiom livied st!
WA S MRS, P L LA i e 7 0 A Bl

Woml Can N ok b of machiner b ranilng the Folbadleg o esch o
o

i JEOR WD MY ALY - SR WERSY VIRl NI -l ROy SRS L DRt hirth ST AR el S T ST PR S D o] TR TSRS MR T T TR e

[FovtisEs-master =) |

Note:

Copy the 'kubeadm join ... ... ...' command to your text editor. The
command will be used to register new nodes to the kubernetes cluster.

Now in order to use Kubernetes, we need to run some commands as on the
result.

Create new '.kube' configuration directory and copy the configuration
‘admin.conf".

mkdir -p SHOME/.kube
sudo cp -i /etc/kubernetes/admin.conf SHOME/.kube/config
sudo chown §(id -u):$(id -g) SHOME/.kube/config

Next, deploy the flannel network to the kubernetes cluster using the kubectl
command.

kubectl apply -f https://raw.githubusercontent.com/coreos/
flannel/master/Documentation/kube-flannel.yml
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3

AG
3m
3m
3m
3m
3m
3m
E |

Firefox
[rootikis -asater -]8
[rootikis-aadter ~]8 mudir -p SHMES . kube
[Footikis-aatter ~]8 Duds cp =i febclkubbrterbed /adsin. cond §HOMES . kube ) corfig
[root@kis-master ~]8 suds chown $(id -u):$(id ~g) $HOMES kube/confis
[roctikAs-naster ~]d
[Pootikis-aidter ~]8 mbect]l &pply - bt/ /rEd, §d thibigereontent . CoR/oread/ TLaNN L BS T e Dooumst it on Mobe- LA . sl
clusterrale.rbac, Mrihorization. k. o "flenel™ oreated
elusterralebinding . rbas . srtharization, kis. i “flannel® cresbed
servicescomnt “flannel® cresbed
confissap “wubs-flannel-cfg™ oreated
daEReRd et Ertentiond "labe-Tlanel-d1" creited
[roctexas-master ~]8 ||
The flannel network has been deployed to the Kubernetes cluster.
Wait for a minute and then check kubernetes node and pods using
commands below.
kubectl get nodes
kubectl get pods --all-namespaces
And you will get the 'k8s-master' node is running as a 'master' cluster with
status 'ready’, and you will get all pods that are needed for the cluster,
including the 'kube-flannel-ds' for network pod configuration.
Make sure all kube-system pods status is 'running'.
[rootEkBs-naster ~]&
[rooti@kBs-naster ~]8 kubectl get nodes
NAHE STATUS ROLES BGE VERSION
kBs-master  Ready master in vi.18.8
[root@kBs-master ~]&
[root8kBs-naster ~]8 kubectl get pods --all-namespaces
MNAMESPACE NAHE READY
kube-system etcd-kBs-master i1
kube-system kube-apiserver-k8s-master M
kube-system kube-controller-manager-kBs-master 11
kube-system  kube-dns-B4TddT4b45-r5xxn 352
kube-system  kube-flannel-ds-blkpét 1M1
kube-system  kube-proxy-z7rg2 n
kube-system  kube-scheduler-kBs-master n
[rootEkBs-master ~]s
[roct@kas-master ~]% ||
Kubernetes cluster master initialization and configuration has been
completed.
Step 3 - Adding node01 and node02 to the Cluster
In this step, we will add node01 and node02 to join the 'k8s' cluster.
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Connect to the node01 server and run the kubeadm join command as we
copied on the top.

kubeadm join 10.0.15.10:6443 —--token vzaubv.vjiqyxql26lzsf2
8e —--discovery-token-ca-cert-hash shal256:e6d046ba34ee03e7d
55el1f5ac6d2de09£d6d7e6959d16782ef0778794b94cé6le

| racrtindelt =8
IPcrtiatelt =0 bkt i S0 15 S0IRAEN - ohen Wity v LTRLE I -~ Sty b -k ST | S ] P BT S TR P 1 TR TR
IPreriiaha] Ruwing pre-Tile o

|antn s ChEr W (N GRS AR WeR BDD ReCENIly vallisted werehan, Socksr kel LA, 808, ME klbdsved versim: 10,80

[awaitng FLLskmioniog-or S0t] mot fourd dn eyt gt

s are vakld wei FE oeealPlceie wailbivies sealral pawd Fosis, Wil wne 490 derer Sl 15 cEsil
lecmerry] fecorariully sristived o il BFD Rerver 3. 5.

Thit rode ki jrined B chnte!

& L tiMiahe Algnii rneit wn et b Ske Ed § PR
i, Pl

T e Cd L wi T O W Rl DR OGS SRR,

n Cmtactl get rodet on iR mEtEr D sER Shln aoae Soda TR clavier,
| Pttt =34 |

Connect to the node02 server and run the kubeadm join command as we
copied on the top.

kubeadm join 10.0.15.10:6443 --token vzaubv.vjiqyxql6lzsf2
8e —--discovery-token-ca-cert-hash shalb56:e6d046ba34ee03e7d
55el1fb5ac6d2de09fd6d7e6959d16782e£f0778794b94c6le

wREriing info from AP/ 4
el spuin to walidete TLS sairat the plassd palic oy
isfo sigeeture and coviests are salid end TLS oertificebe validwiws it pieesd rocts; will e BT Server =P8, 15, W
ffullly el feed Conmection with AFT Serwer IR TS ORI

This moe b Siaed b Ol

* b Ficae Cigalng Feaern wd e 8 BN W 8 MO
el

+ Ther Dubalet win Leoresd of ife e 0are comRion detaili.

M Chbectl gt eGced” B9 thE Saiter th e this o jaln the Clasber
I = ||

Wait for some minutes and back to the 'k8s-master' master cluster server
check the nodes and pods using the following command.

kubectl get nodes
kubectl get pods --all-namespaces

Now you will get node01 and node02 has been added to the cluster with
status 'ready'.
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[root@kEs-naster ~]#
[root@k8s-master ~]# kubectl get nodes
MAME STATUS ROLES BGE VERSION
kis-master Ready masber 1im vi.18.8
noded Ready <NONE> &a v1.18.8
Ready <none> Sa v1.18.8
[root@kBs-master ~]#
[rooték8s-master ~]# kubectl get pods --all-namespaces
MAMESPALE NEME READY
kube-system  etcd-kBs-master 11
kube-systen  kube-apiserver-kBs-master 171
kube-system  kube-controller-manager-kBs-master 1/1
kubg-system  kube-dns-B4T4d74b45-rSx0m 3/3
kube-system  kube-flannel-ds-bikpBt 111
kube-system  kube-flannel-ds-kééZh 1M
kube-system  kube-flannel-ds-q5xsa in
kube-system  kube-proxy-252f4 111
kube-system  kube-proxy-rdgwq 1M
kube-system  kube-proxy-z7ra 171
kubg-system  kube-scheduler-k8s-master 11
[root@k8s-master ~]#
[rootékas-master ~]# ||

o D O O = = O O & D O =

node01 and node02 have been added to the kubernetes cluster.

Step 4 - Testing Create First Pod

In this step, we will do a test by deploying the Nginx pod to the kubernetes
cluster. A pod is a group of one or more containers with shared storage and
network that runs under Kubernetes. A Pod contains one or more containers,
such as Docker container.

Login to the 'k8s-master' server and create new deployment named 'nginx'
using the kubectl command.

To see details of the 'nginx' deployment sepcification, run the following
command.

And you will get the nginx pod deployment specification.

Next, we will expose the nginx pod accessible via the internet. And we need
to create new service NodePort for this.
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Run the kubectl command below.

[rooték8s-master ~]8
[rootex8s-master ~]& kubectl create deploument nginx --image=iwing

deployment .extensions *nginx® created
[rocték8s-master ~]8

[root@kBs-master ~]8 kibectl edit deplounent ngin
deployment .extensions "nginx® edited
[rootek8s-master ~]&

[rooték8s-master ~]# kubectl create service nodeport nginy --tcp=80.88

service "nginx” created
[root@kls-master ~]#

Make sure there is no error. Now check the nginx service nodeport and IP

using the kubectl command below.

kubectl get pods
kubectl get svc

[root@icBs -master ~]#

[roctekBs-master ~]# kubectl get pods

NEME READY STATUS RESTARTS
nginx-S5F746496F-pWTi4 1M Running @
ngime-56fThbd06f-sagei  1/1 Running @
[root@kBs-master ~]#

[roct@kBs-master ~]# kubectl get svc

HAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S)
kubernetes ClusterIP  18.96.0.1 crone 443/TCP
nginy RodePort 18.106.568.38  <none> BE: 30691 /TCP  38s
[roct@kBs-master ~]#
[rootekBs-master ~]4 ||

Now you will get the nginx pod is now running under cluster IP address
'10.160.60.38' port 80, and the node main IP address '10.0.15.x' on port

'30691'.

From the 'k8s-master' server run the curl command below.
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[root@kBs-master ~]#
[roct@k8s-master ~]# curl noded:38691
<|DOCTYPE himl>

ctitlesdelcome to nginx!</titles
<styles
body {
width: 35em;
margin: 8 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
)
<fetyles
< /head>
<body>
<h1»Melcome to nginx!</hi>
<p>If you see this page, the nginy web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="httpi//nginx.orq/">nginx. orgd/ax ., <br/>
Commercial support is available at

<3 href="http://rgim.com/"*nginx . com<,/a> . </p>

<pr<om>Thank you for using ngin.<fem»-</p>
</body>

</himl>

[rooték8s-master ~]# |
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[root@kBs-master ~]# curl noded?z:38691
<!DOCTYPE himl>
<html>
<head>
<titledWelcome to nginxl</title>
£5tyle>
body {
width: 35em;
margin: @ auwto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
<fstyle>
</head>
<body>
<hi>4elcome to nginc!< hi>
<p>If you see this page, the ngink web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.orq/">nginx.org</a>. <br/>
Commercial support is available at

<a href="http://nginx.com/*>nginx.com</a», </p>

<p><gm>Thank you for using nginx.</em»</p>
</body>

</hrml>

[rootékBs-master ~14 ||

The Nginx Pod has now been deployed under the Kubernetes cluster and it's
accessible via the internet.

Now access from the web browser.

http://10.0.15.10:30691/

And you will get the Nginx default page.

2 D M N - » B

Welcome to nginx!

I¥ youl Se Bhis page, e nging web server s sucoessiully instaber and
marbivn], Furthsr oonfiguralion S siguised

For onfing documentation and suoport plesse refer B Ngin ong.
Corrwmercial susport b inadable B R9in COT

Thank you for Lsing npi.

On the node02 server - http://10.0.15.11:30691/
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The Kubernetes cluster Installation and configuration on CentOS 7 has been

completed successfully.
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Welcome to nginx!
IF i S TN DRBPE, T el WD Sevir S cessfully inmabed and
weorking, Furher confiquration i mgquieed,

For enfine decumentation and suspor pleass sefer 1 Dot 0.
Commertial seport b esalable st nginxcom.

Thank you foF Ling Agie
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